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Indian Cyber Crime Coordination Centre (I4C)

2

I4C scheme was created to act as a nodal point in the fight against cyber crime

Seven Verticals of I4C
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Introduction
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Introduction

Videos/I4C Video updated 23 Aug HINDI.mp4


Cyber Crime Facts & Statistics
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More than Rs 250 Crore 
saved using 1930 Cyber 
Helpline

More than 19 Lac complaints reported 
till date on National Cyber Crime 
Reporting Portal (Since, August 2019)

Over 50% crimes reported 
are financial frauds Average 4000 complaints 

reported daily (July, 2022)



Know Your Enemy
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Delhi man duped of Rs 50 lakhs
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More Cases
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Personal Identification Information
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Cyber Security

10

● Cyber Attack

● Device Security

● Social Engineering Attacks
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Disrupting business continuity

Information theft and manipulating data

Creating fear and chaos by disrupting critical infrastructure

Financial loss to target

Achieving strategic military objective

Demanding Ransom

Damaging reputation of the target

Propagating religious and political beliefs

Motives of Cyber Crime
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Cyber Attack

Password
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Password Attack

Malware Attack

Social Engineering

Cyber Attack
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Cyber Attack

Malware
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Cyber Attack Vectors
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Malware
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Virus

Worms

Trojan Horse

Key logger

Spyware

Adware

Ransom ware



Password Attack

➢ Dictionary

➢ Brute Force

➢ Keylogger

➢ Shoulder Surfing

➢ Rainbow Table

31 May 2023 16Indian Cyber Crime Coordination Centre



Password Hygiene Shortcomings
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Keeping Passwords Safe and Secure
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Avoid using the same password for different accounts

Change passwords on a regular basis

Keep passwords at least 12 characters long (and ideally longer)

Passwords must involve a mix of upper- and lower-case letters plus symbols and numbers

Avoid the obvious - such as using sequential numbers(“1234”) or personal information that someone who 

knows me might guess, such as my date of birth or pet’s name.

Change the default passwords on my IoT devices, WiFi router etc.

Avoid writing my passwords down or sharing them with others

Use a password manager to help generate, store, and manage all my passwords in one secure online 

account



Keeping Passwords Safe and Secure
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Top 200 Most Common Passwords
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Videos/Passwords.mp4


3 Factors of  Authentication
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Using Multi-Factor Authentication

● Protect all essential accounts – such as email, social 

media, or banking apps – with multi-factor authentication 

(MFA)
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Device Security

● Mobile 

● Computer/Desktop

● Wi-Fi Router

● CCTV and IoT
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Mobile Security
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Buy Smartphone having licensed OS

Keep your Phone operating system up to date

Back up your phone’s data regularly

Set up a pass code longer than the 4-number

Enable two-factor authentication

Take advantage of built-in  security features

Make sure your WiFi network is secure

Use different Passwords for Phone, UPI, Bank Accounts etc.

Activate the “Find my Phone” feature



Mobile Security
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Set the phone to “self destruct” i.e., wipe itself after 10 failed password 

attempts

Regularly change iCloud, Google Drive and iTunes passwords

Use only trusted charging stations

Disable voice assistant  on the lock screen

Revoke app permissions to use the camera, microphone, etc.

Encrypt your data and wipe your phone before selling

Buy apps only from Google Play Store or App Store

Disable the Unknown Sources to avoid installation of 3rd party applications.

Don't Jailbreak or Root your phone

Videos/Jailbreak.mp4


Wifi Router Security
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Wifi Attacks

➢ Evil Twin Attack

➢ Jamming Signals

➢ Misconfiguration Attack

➢ Honey Spot Attack

➢ Unauthorised/Adhoc Connection Attack

Precautions

➢ Avoid public WiFi networks

➢ Use VPN connection if you have to use public WiFi network.

➢ Always change the default credentials of your router.



Bluetooth Security
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Always keep Bluetooth in off state when not in use.

Hackers can exploit open bluetooth for-

➢ Bluesnarfing

➢ Eavesdropping

➢ Denial of Service

➢ Viruses and Worms

➢ Bluetooth headset vulnerabilities

Avoid pairing Bluetooth devices in crowded spaces.



Email Spoofing

● Fraud

● Phishing

● Malware

● Account Takeover

● Email Interception
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Email Spoofing -via Display Name
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Email Spoofing -via Lookalike Domains
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Email Spoofing -via Legitimate Domains
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Email Takeover

● Purchasing lists of previously stolen credentials

● Brute force attacks

● Phishing attacks

● Web browser infections

● Spyware
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Spoofed Govt
Emails

RESTRICTED

eMail Spoofing - Example
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1. Send a lookalike Email ( js@gov.in
-🡪 js-gov.in)

2. Hack a Government Email 🡪
Send you an email.

3. Virus Attack – Malware Links, Virus
Attachment etc.

4. Virus Attachment type –
Document, Installation file, PDF file
etc.

RESTRICTED

How they hack your eMail?
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Email Security

● Never divert your official mails to other mail servers like gmail, hotmail etc.

Disposable Aliases

kumardavinder@gmail.com

kumar.davinder@gmail.com

kumardavinder+india@gmail.com

k.umardavinder@gmail.com

kumardavinder+2022@gmail.com

Temporary email services

https://temp-mail.org

https://10minutemail.com

https://emailnator.com

https://www.guerrillamail.com/

https://www.emailondeck.com/
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Be Careful About Domain Names in Links

onlinesbi.co

onlinesbi.co.in

onlinesbi.net

onlinesbi.sbi

onlinesbi.com

onlinesbi.info

online.sbi.co.in

netbank.sbi.com

google.com google.com

ssbi.co.in

sbi.co.in

sb1.co.in

sbit.co.in

sbi.com

sbi.net

sbj.co.in

wwwsbi.co.in
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Typoglycemia

1. www.faecbook.com

2. www.tiwtter.com

3. www.timseofindia.com

4. www.hindutsantimes.com

5. www.punjabkseri.com

6. www.unoinbank.com

7. www.flipkrat.com
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Email Security

By default, do not trust any link/emails. Verify: URL, Email 

Address, Sender Details.

Attachments may be dangerous: Refrain from downloading any 

external / untrusted attachments.

Use Antivirus/End Point Protection installed in computer and do 

not save password in browser.

Use multi factor authentication with strong password.

Use email encryption and securing services like ProtonMail, 

StartMail and PGP etc.
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Report incident to 
CERT-NIC -

incident@nic-
cert.nic.in

01
Immediately 
change password 
from clean 
computer/PC

02
Change 
passwords of 
other accounts 
connected with 
email.

03
Scan computer 
with Antivirus for 
possible infection

04

RESTRICTED

What if your eMail gets hacked?
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https://haveibeenpwned.com
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Critical Findings of the Cyber Security Audit in Government   
Departments

No Passwords, Guessable 
Passwords (India@123, 

Division_Name@123), No Auto 
Lock during inactivity

Unregulated USB(AutoPlay 
enabled), Scanning of USB not 

enforced

No Antiviruses, Outdated 
Antivirus

Unsupported Windows 7on 
several systems

E-office, NIC Mail Passwords 
saved in Browsers

Remote Access Application –
AnyDesk, TeamViewer, Quick 

Support found

Data sharing over Google Drive, 
One Drive, WhatsApp

Cracked MS Office and similar 
software

No Data Backup Policy

No Policy for Formatting or 
Archiving data before 

transferring to any new 
Employee

System found infected with 
Malware
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Credit/Debit Card Usage

Always keep your Credit/Debit Card in safe custody

Always erase the CVV number printed on card. Write it somewhere and 

memorise it.

Never share your card details with someone else including your minor 

children if any.

Use EMV(Chip) enabled cards only and ensure that it doesn’t 

has magnetic strip.

CVV is important as it is used in online transactions. It can also be used 

for resetting bank account passwords along with other information on 

debit card.

Never write down PIN number on card itself.
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Set Limits or Switch On/Off Transactions/ATMs
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Net Banking Safety Tips
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1. Access your bank website only by typing the URL in the address 

bar of your browser

10. Scan your computer regularly with Antivirus to ensure that 

the system is Virus/Trojan free.

2. Do not click on any links in any e-mail message to access the 

site.

11. Change your Internet Banking password at periodical 

intervals.

3. Do not be lured if you receive an e-mail/SMS/phone call 

promising reward for providing your personal information or for 

updating your account details in the bank site.

12. Always check the last log-in date and time in the post login 

page.

4. Be aware of downloading any malicious application from mobile 

application stores that are offering Online Banking.

13. Avoid accessing Internet banking accounts from cyber 

cafes or shared PCs, or via public WiFi

5. Having the following will improve your internet security: 

• Newer version of Operating System with latest security patches.

• Latest version of Browsers

• Firewall is enabled.

• Antivirus signatures applied

14. After you have logged in, you will not be asked to provide 

your username and login password again

6. Keep checking your savings account regularly 15. Do not use public computers to login

7. Always use licensed anti-virus software 16. Do not share your details with anyone

8. Ensure to sign up for banking alerts 17. Set the transaction limits in the bank account

9. Enable 2FA/MFA 18. Keep tabs on beneficiary accounts



Keeping Passwords Safe and Secure
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Avoid using the same password for different accounts

Change passwords on a regular basis

Keep passwords at least 12 characters long (and ideally longer)

Passwords must involve a mix of upper- and lower-case letters plus symbols and numbers

Avoid the obvious - such as using sequential numbers(“1234”) or personal information that someone who 

knows me might guess, such as my date of birth or pet’s name.

Change the default passwords on my IoT devices, WiFi router etc.

Avoid writing my passwords down or sharing them with others

Use a password manager to help generate, store, and manage all my passwords in one secure online 

account



Social Engineering
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Secure Device
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Cyber Attack
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● SMS

● Voice Call

● Website

● Socical Media

○ WhatsApp

○ Facebook

○ Twitter

● Physical

Cyber Attack Vectors
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Baiting
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Data Entry Scams
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Loan App Frauds

31 May 2023 52Indian Cyber Crime Coordination Centre



Scareware
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Risk of Pop-ups – Malware/Spyware Installation

RESTRICTED
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Pretexting
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Phishing
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RESTRICTED

The Fake Invoice Scam

Job Offer

Password expire or renew

Social media unread messages

Email Account Upgrade Scam

Advance-fee Scam

Google Docs Scam

PayPal Scam

Message From HR Scam

Dropbox Scam

Phishing
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Quid Pro Quo
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Remote Assistance
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Watering Hole
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Diversion Theft
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Honey Trap

● A friend request is sent from some unknown person probably a female 

having mutual friends on Facebook, which is often accepted by the user.

● The request sender starts chatting and during conversation in many cases, 

people share whatsapp number with the unknown fraudster,

● subsequently, a video chat request is received and the fraudster plays a 

trick and gets undressed and also instigate the users as well and mostly 

people are trapped.

● the fraudster records the chat video with live image and starts blackmailing 

for money to avoid publishing obscene video on social media and to the 

friends of users.

● Once the money is paid, the demand goes on increasing.

31 May 2023 62Indian Cyber Crime Coordination Centre



31 May 2023 63Indian Cyber Crime Coordination Centre



31 May 2023 64Indian Cyber Crime Coordination Centre



Dumpster Diving
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Pharming
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Curiosity
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How to Prevent Phishing
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How To Prevent Phishing

1. Learn to Identify Phishing
● Urgency

● Money Baits

● Grammer Mistakes

● Impersonal Messages

2. Don’t Fall Into the False Sense of Security
● Be Aware of Spear Phishing

● Learn to Recognise Targeted Phishing Tactics

3. Don’t Click on  That Link
● Triple-Check the Authenticity of Every Mail

● Do Not Click on Links Inside Email Messages

4. Don’t Trust Unsecure Sites
● Ensure the URL of the Website Starts with https://

● Ensure there is closed padlock icon next to the URL

5. Don’t Disclose Personal Information
● Never Enter Personal Information on Suspect Sites

● Do Not Share Sensitive Information on Your Social 

Media

6. Update Regularly
● Keep Your Software Up to Date

● Turn On Automatics Updates

● Always Update Your Browser

7. Block Pop-Ups to Prevent Phishing
● Use Popup-Blocking and Anti-Phishing Addons

● Always Close Pop-Ups Using the X Sign in One of 

the Corners

8. Enable 2FA With WenAuthn/U2F Security Keys
● Deploy Two-Factor Authentication or Multi-Factor 

Authentication For All Your Users

● Use WebAuthn/U2F Security Keys to Prevent Phishing

9. Enable Firewalls
● Enable Filtering on Your Email Server

● Use Network Firewall

● Use Desktop Firewall

9. Raise Phishing Awareness
● Conduct a Security Training For Your Employees

● Be Aware of Other Kinds of Cyberattacks
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Mitigation

7th July, 2017 Circular by RBI Regarding Customer Protection – Limiting Liability of 

Customers in Unauthorised Electronic Banking Transactions

Table 1

Maximum Liability of a Customer under paragraph 7 (ii)

Type of Account

Maximum 

liability

(₹)

• BSBD Accounts 5,000

• All other SB accounts

• Pre-paid Payment Instruments and Gift Cards

• Current/ Cash Credit/ Overdraft Accounts of MSMEs

• Current Accounts/ Cash Credit/ Overdraft Accounts of Individuals with 

annual average balance (during 365 days preceding the incidence of 

fraud)/ limit up to Rs.25 lakh

• Credit cards with limit up to Rs.5 lakh

10,000

• All other Current/ Cash Credit/ Overdraft Accounts

• Credit cards with limit above Rs.5 lakh
25,000

Table 2

Summary of Customer’s Liability

Time taken to report 

the fraudulent 

transaction from the 

date of receiving the 

communication

Customer’s liability (₹)

Within 3 working days Zero liability

Within 4 to 7 working 

days

The transaction value or the amount 

mentioned in Table 1, whichever is 

lower

Beyond 7 working 

days
As per bank’s Board approved policy
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Mitigation

➢ Immediately call at 1930 (within one hour of fraud)

➢ Register your complaint at https://cybercrime.gov.in

➢ Keep screen shots and bank details handy for uploading on the site

➢ Register your complaint with the Bank or FinTech company, whatever 

is applicable
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Resources

S.No Resource URL Description

1 https://www.meity.gov.in/cyber-security-division Laws, Policies & Guidelines 

2 https://www.cert-in.org.in/ Security Advisories, Guidelines & Alerts

3 https://nic-cert.nic.in/ Security Advisories, Guidelines & Alerts

4 https://www.csk.gov.in/ Security Tools & Best Practices

5 https://infosecawareness.in/ Security Awareness Materials 

6 http://cybercrime.gov.in/ Report Cyber Crime, Cyber Safety Tips

7 https://infosecawareness.in/article/govt-emp-

guidelines

Cyber Security Guidelines for Govt. 

Employees

8 https://rbidocs.rbi.org.in/rdocs/content/pdfs/BEAW

ARE07032022.pdf

BE(A)WARE: A Booklet on Modus 

Operandi of Financial Fraudster
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Quiz
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